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Is Your Backup

_neeces | Ransomware-Proof?
239'5’3"960 A connected backup isn't the same thing as a safe one.

“| Sync to the Cloud” Isn't Ransomware Looks for Keep at Least One Copy Immutable: Can't Be
Enough Backups Offline Changed

A live sync can upload the Many variants delete or encrypt Disconnected backups can't be
encrypted version, too. connected backups. reached at all.

Not even by a compromised admin
account.

Cloud backup Cloud backup Cloud backup
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External drive External drive External drive

Test a Full Restore Keep “Golden Images” Three Copies, Two Kinds of One Gopy Offline or
Regularly Ready Media Immutable

Not just that it ran; that you can A rebuildable template gets you The classic 3-2-1 rule still applies.

The part that specifically stops
get the data back. running faster.

ransomware.

Cloud backup

Restore tested Ready to rebuild E Q
External drive
Good to Know Need Help?
 One copy offsite, so a fire, flood, or theft can't take out every copy at once. Contact Naples Computers
o Use immutable storage with caution; it doesn't meet every compliance requirement.
o Not sure if yours qualifies? Call 239-513-1960. - — 239'51 3'1960
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