
On an invoice or in an email,

usually right before a payment is
due.

INVOICE #1047
Gulf Coast Office Supply (example)

Total due: $18,460.00

PLEASE NOTE: our bank details

have changed. Pay the new account:

Routing: 0XX-XXX-XX9

Account: XXXX-XXXX-4471

A scammer who controls the inbox

can answer right back and confirm
the fake change.

INVOICE #1047
Gulf Coast Office Supply (example)

Total due: $18,460.00

PLEASE NOTE: our bank details

have changed. Pay the new account:

Routing: 0XX-XXX-XX9

Account: XXXX-XXXX-4471

One you already have on file, never

a number written in the email
itself.

YOUR OFFICE
SCAMMER'S BANK

$

“Wire it today.
Keep it quiet.”

Not just the name shown; look for

a misspelled domain or an extra
letter.

INVOICE #1047
Gulf Coast Office Supply (example)

Total due: $18,460.00

PLEASE NOTE: our bank details

have changed. Pay the new account:

Routing: 0XX-XXX-XX9

Account: XXXX-XXXX-4471

“Wire it today” or “keep it quiet” are

red flags, not reasons to hurry.

IT Help Desk
(239) 555-0142

mobile

Decline Accept

Not just accounting; agents,

assistants, and anyone who
approves a payment.

YOUR TEAM

Ask for a wire recall right away,

with any documents they need.

IT Help Desk
(239) 555-0142

mobile

Decline Accept

Requesting a
wire recall

The FBI's Internet Crime Complaint

Center can help your bank and law
enforcement.

YOUR TEAM

Good to Know
This targets anyone who wires money, not just big companies; real estate and title offices see it constantly.

A phone call to a known number stops almost every version of this scam cold.

Not sure if something's legitimate? Call 239-513-1960 and we'll help you check.

Need Help?
Contact Naples Computers

239-513-1960
We Make I.T. Happen!™

239-513-1960

Wire-Fraud

Invoice Scams
Catch a changed bank account before you pay it.

INVOICE #1047
Gulf Coast Office Supply (example)

Total due: $18,460.00

PLEASE NOTE: our bank details

have changed. Pay the new account:

Routing: 0XX-XXX-XX9

Account: XXXX-XXXX-4471

We Make
I.T.

Happen!™

Watch for a “Bank Details
Changed” Note1

Don't Reply to the Email to
Confirm2

Call a Known Number
Instead3

Check the Real Sending
Address4

Slow Down on Urgency5
Train Everyone Who
Touches Money6

If You Already Sent It, Call
Your Bank7 Then Report It at ic3.gov8

naplescomputers.com


